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32 bits

source port # | dest port #

other header fields

application
data

(payload)
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Multiplexing-Demultiplexing: UDP
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DatagramSocket

DatagramSocket
mySocket2 = new mySocketl = new
DatagramSocket DatagramSocket
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host: IP

address

source IP,port: B,80
dest IP,port: A,9157

A

three segments, all destined to IP address: B,

source IP,port: A,9157
dest IP, port: B,80_

dest IP,port: B,80_

dest port: 80 are demultiplexed to different sockets

source !l!,po!: C,9157

network
link
server: physical g )
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address
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W host: IP
source IP,port: C,5775 address
dest IP,port: B,80 C
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host: IP
address
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source IP,port: B,80
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source IP,port: A,9157
dest IP, port: B,80

server:
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address
B

source IP,port: C,5775
dest IP,port: B,80
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link

physical

source l!po!z C,9157

dest IP,port: B,80
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address
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UDP: User Datagram Protocol [RFC 768]
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UDP: User Datagram Protocol [RFC 768]
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length checksum

source port #
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data

(payload)

UDP segment format



UDP o J 5 go

d.wl.aL;o ooy Jlw,l slaesls jo Uas ais ‘51).a.a5 &> JRERT X8

Checksum ol ;o g oo ) JoSo 4t Loles g ool goz v b ankad o V8 SLedS coniiin 3 Coonoys %
3,5 o LB UDP aslks

JoSo g 0ais ge>Checksumals jlade b st g cigd oo goz 08 (i) FOLS 15 005 105 ooy
el ools 7y Uas & jaainl e 10 g oolas 7, Uas il & ol slacas plod a5 a0 )0 09l o )



N,
>

wraparound@lOlllOlllOl11011

O
O
- O
- O
- O
- O
O
- O
- O
- O
O
- O
- O
- O

- O

sum
checksum

21



idlao ol

obaodol BB eols JUs! Jguo! v
TCP 31,5 JLasl osls Just O

o33l 55 Jgo! O
TCP s ool J s U

22



transport  |application

b

(reliable)  pwkio ools JLis!

sl iadas 0315 JWES] (6 igmeals gaSid 1o pie il 00 5l Ky

sending |rec>eiver I
|process I process
| 1

dt d
reliable c:hcurmel)I EEL Eonei

reliable data
tfransfer protocol
(sending side)

deliver data()

reliable data
transfer protocol
(receiving side)

— e — — — udt_send()i [packet| | packet] Irdt rev ()

T—b()unreliqble c:hc:rmel)iA

(a) provided service (b) service implementation




afs § ool YL ay 5l Jly3l s :rdt send()
Ju.....;)s‘sn o..\.;); Comn Ay |) Jj."> )JYL' d._,‘}! )l oA

\ ),,f' /Ko.l' }J
rdt_send ()
reliable data

fransfer protocol
(sending side)

udt_send ()} [packel

send
side

rdt &.s,:deliver data()
Sgus oo G,lsg{,s SYL Y wosls Lgow sl

J_?J\!%_» /

data Tdel iver data()

reliable data receive
fransfer protocol id
(receiving side) slae
packet Irdt_rcv ()

T—b()unrelicable channel )J

ools Jlasil sl Fdt alewss : udt _send ()
sed o Slo s (UAE) yedasls Jlazs! JUIS Lawgs

o=l aY sl an SLKe i rdt rev ()

S9hsn e ate ol o) o4

24



Cymodao oolo JLsl JSagf I W

[ S s g

oS o G u’.élg Joe a4 Uosls goli8l fp g
Wi oo Jlwylag bos JuuS glaais Lol gl co Jlo)l Cos S j0 1add o oolo X

oS oo oolatul o JSGg o Shee yols ylis sl p (FSM) calise cdl> il ) oo

event causing state transition
actions taken on state transition

— _\b
event
actions )

25



oMol 1y 5 JUL S g9y cyakao o0l JUES! S5 g 0 rdt1.0
55 S9) D A St
o . l; . 7 . .
)'I-»(ﬁ é‘?@’ta’w,’ *

rdt_send(data) rdt rcv(packet)

extract (packet,data)

packet = make_pkt(data) deliver_data(data)

udt_send(packet)

od.z_'l_,.uj.é 04.3).:5



o sl U ool por JU SO (69 oyodao ool JLG! ST g rdt2.0

(1€0) L (0€)wgs Ol 3 lacs a5 w)ls Kl oy JUIS jo %

o QMOPO r:Li.Q L: LS"J"LZA LSLQ‘S"J)QJ"J’) JL:LT )‘ USRSy J.>‘).A )‘ faL)SJ.Q 5o ‘5».;.: LSLE} ’:‘

Tuls dles adlio 0 S 3o ey o Ol 43 3l oot 8 digi> %

27



L LSU""; b cb.o.é Jblf SS9 S9.) u.i.o.‘a.o 0ol JL‘L&J‘ Jﬁgﬁ rdt2.0
2,0 5Ls Cobl aw 4 oo las b ablis ¢l p (ARQ) JS0g5 1SS cnlys o JSGgp SO X

(Checksum) J S sox 5l ooliwl b Uas aseis -
Ack NAK 0k 1S il eociw 8 ) Uas ol SGuus-Y
o = 00 8 oo | Ay Suzme JLuo )Y

A .-~ 8
‘LU'LJ’;T




rdt_send(data)

sndpkt = make_pkt(data,lawecksu@
udt_send(sndpkt)

rdt_rcv(rcvpkt) &&
iISNAK(rcvpkt)

udt_send(sndpkt)

rdt_rcv(rcvpkt) && isACK(rcvpkt)
A
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rdt_rcv(rcvpkt) &&
corrupt(rcvpkt)

udt_send(NAK)

rdt_rcv(rcvpkt) &&
notcorrupt(rcvpkt)

extract(rcvpkt,data)
deliver_data(data)
udt_send(ACK)



rdt_send(data)

snkpkt = make_pkt(data, checksum)
udt send(sndpkt

rdt_rcv(rcvpkt) &&

iISNAK(rcvpkt)
rdt_rcv(rcvpkt) &&

udt send(sndpkt) corrupt(rcvpkt)
udt_send(NAK)

rdt_rcv(rcvpkt) && isACK(rcvpkt)
<
A

rdt rcv( rcvka &&
notcorrupt(rcvpkt)
extract(rcvpkt,data)

deliver_data(data)
udt_send(ACK)
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snkpkt = make_pkt(data, checksum)
udt_send(sndpkt

rdt _rcv(rcvpkt) &&

rdt_rcv(rcvpkt) && isACK(rcvpkt)
<
A

corru pt(rcvpkt)

rdt_rcv(rcvka &&

notcorrupt(rcvpkt)

extract(rcvpkt,data)
deliver_data(data)
udt_send(ACK)
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dt d(dat
p 3w y8-1dt2.1 rdt_send(data)

sndpkt = make_pkt(0, data, checksum)
udt_send(sndpkt)

rdt_rcv(rcvpkt) &&
( corrupt(rcvpkt) ||
iSNAK(rcvpkt) ) P >4
udt_send(sndpkt) R J

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& isACK(rcvpkt)

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& isACK(rcvpkt)

* A
rdt_rcv(rcvpkt) &&
( corrupt(rcvpkt) ||
iSNAK(rcvpkt) ) rdt_send(data)
udt_send(sndpkt) sndpkt = make_pkt(1, data, checksum)

udt_send(sndpkt)
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rdt_rcv(rcvpkt) && notcorrupt(rcvpkt)
&& has_seqO(rcvpkt)

m,;-rdtz.l

extract(rcvpkt,data)
deliver_data(data)
V' sndpkt = make_pkt(ACK, chksum)
\ udt_send(sndpkt)
rdt_rcv(revpkt) && (corrupt(revpkt) \\ rdt_rcv(rcvpkt) && (corrupt(rcvpkt)
sndpkt = make_pkt(NAK, chksum)
udt_send(sndpkt)

sndpkt = make_pkt(NAK, chksum) \

udt_send(sndpkt) Q

rdt_rcv(rcvpkt) &&

L .|° rdt_rcv(rcvpkt) &&
not corrupt(rcvpkt) && ( < not corrupt(rcvpkt) &&
has_seq1(rcvpkt)

has_seqO(rcvpkt)
sndpkt = make_pkt(ACK, chksum) sndpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)

udt_send(sndpkt)

rdt_rcv(rcvpkt) && notcorrupt(rcvpkt)
&& has_seq1(rcvpkt)

extract(rcvpkt,data)
deliver_data(data)

sndpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)
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rdt _rve(rcvpkt) && notcorrupt(rcvpkt)
&& has seq0O(rcvpkt)

/- .
(Sl‘f.vabd":'c;"! * extract(rcvpkt,data)

deliver data(data)

IV compute chksum
dsW
make pkt(sendpkt,ACK,chksum)

udt_send(sndpkt
_ {sndpkt] rdt_rcv(rcvpkt) &&
/’—\ (corrupt(rcvpkt) | |
has segO(rcvpkt)))

compute chksum

Wait for Wait for make pkt(sndpkt,NAK,chksum)
rdt rev(rcvpkt) && 0 from 1 from
= udt send(sndpkt)
(corrupt(rcvpkt) | | below below

has seql(rcvpkt)))

compute chksum \ /

make pkt(sndpkt,NAK,chksum)
udt send(sndpkt) rdt rve(rcvpkt) && notcorrupt(rcvpkt)
&& has seql(rcvpkt)

extract(rcvpkt,data)

deliver data(data)

compute chksum

make pkt(sendpkt,ACK,chksum)
udt send(sndpkt)
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dt d(dat
oxii Fdt2,2  sendidara)

sndpkt = make_pkt(0, data, checksum) \""'C’L
udt_send(sndpkt) v

rdt_rcv(rcvpkt) && _ .

( corrupt(rcvpkt) || olp ;__J
iISACK(rcvpkt,1) , ) |
udt_send(sndpkt)é&— NJ., Le> )yl

rdt_rcv(rcvpkt) PR

&& notcorrupt(rcvpkt) rdt_rcv(rcvpkt)

&& isACK(rcvpkt,1) && notcorrupt(rcvpkt)

&& isACK(rcvpkt,0)
A A v Vv

v X
Q

rdt_rcv(rcvpkt) && — |

( corrupt(rcvpkt) || t——-—‘

iSACK(rcvpkt,0) ) rdt_send(data)

udt_send(sndpkt) sndpkt = make_pkt(1, data, checksum)

udt_send(sndpkt)
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rdt_rcv(rcvpkt) && notcorrupt(rcvpkt)
&& has_seqO(rcvpkt)

a»,,S—rdtZ.Z

extract(rcvpkt,data)
deliver_data(data)
\  sndpkt = make pkt(ACK, 0,chksum)
udt_send(sndpkt)

(rdt_rcv(rcvpkt) &&

rdt_rcv(rcvpkt) &&
corrupt(rcvpkt) )||

corrupt(rcvpkt) &&
has=seq1 (rcvpkt) has seqO(rcvpkt)

sndpkt = make_pkt(ACK, 1,chksum) sndpkt = make_pkt(ACK,0, chksum)

udt_send(sndpkt
- (sndpkd) rdt_rcv(rcvpkt) && notcorrupt(rcvpkt) udt_send(sndpk)

&& has_seq1(rcvpkt)

extract(rcvpkt,data)

deliver_data(data)

sndpkt = make pkt(ACK,1, chksum)

udt_send(sndpkt) 40
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\

rdt_rcv(rcvpkt)
A

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& isACK(rcvpkt,1)

stop_timer

timeout

udt_send(sndpkt)
start_timer

rdt_rcv(rcvpkt) &&
( corrupt(rcvpkt) ||
iISACK(rcvpkt,0) )

A

rdt_send(data)

rdt_rcv(rcvpkt) &&

sndpkt = make_pkt(0, data, checksum)
udt_send(sndpkt) ~- 4
\ start_timer

( corrupt(rcvpkt) ||
iISACK(rcvpkt,1) )

No - GP

timeout
udt_send(sndpkt)
start_timer

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& isACK(rcvpkt,0)

stop_timer

rdt_rcv(rcvpkt)
A

I

rdt_send(data)

sndpkt = make_pkt(1, data, checksum)
udt_send(sndpkt)
start_timer
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rcv ack0
send pktl

/é

rcv pktl

y send ack1
rcv ackl
send pkt0 \;to\‘

rcv pktO

ack send ackO
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send pkt0 ktO
\\ rcv pkto
ack send ackO
rcv ackO
send pktl \&19(

loss

timeout_

resend pktl kt1
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rcv pktl

y send ackl
rcv ackl
send pkt0 ktO
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rcv pktO
ack send ackO
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sender receiver

send pkt0 ktO
\\ rcv pkto
ack send ackO
rcv ackO
send pktl_\K
rcv pktl
»eKL— send ack1
loss

timeout Kt
resend pktl (0o
ack

KtO

rcv pktl
uplicate)
send ackl

i

rcv ackl
send pktO

/

rcv pktO
ack send ack0

ACK o o5 > 4o 0 Slos
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sender receiver
send pktO ktO
\\ Frcv pkto
ack send ackO
rcv ackO
send pktl_\K
rcv pktl
send ackl
. ack1
timeout_
resend pktl kt1 rev pktl
rcv ackl pkt0 (detect duplicate)
send pktob< send ackl
rcv pktO
Sg%apclbclo ack sencll3 ack0
: rcv pkt0
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=
—=
Ko

send ack0
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send_base  hexftsegnum

R T

t__ window size —%
N

dlready
ack’ed

sent, not
yet ack’ed

usable, not
yet sent

ﬂ not usable
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rdt_send(data)
if (nextseqgnum < base+N) { & bo.su-l\\ - M&qnnm > o

sndpkt[nextsegnum] = make_pkt(nextseqnum,data,chksum)
udt_send(sndpkt[nextseqgnum])
if (base == nextseqgnum)

start_timer .
nextsegnum-++ DM)S'GBN
) .
A clse tlmeogt
ot efuse data(d ata) start_timer
base=1 .., udt_send(sndpkt[base])
nextseqnum=1 ‘. udt_send(sndpkt[base+1])
‘3 udt _send(sndpkt[nextsegnum-1])
rdt_rcv(rcvpkt)
&& corrupt(rcvpkt) rdt _rev(revpkt) &&
A notcorrupt(rcvpkt)

base = getacknum(rcvpkt)+1 ==
If (base == nextseqnum)
stop_timer
else
start_timer
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default
udt_send(sndpkt)

A T~ =~ -~

= -
expectedsegnum=1 A:)
sndpkt =

make_pkt(0,ACK,chksum)

rdt_rcv(rcvpkt)
&& notcurrupt(rcvpkt)
&& hasseqnum(rcvpkt,expectedsegnum)

extract(rcvpkt,data)

deliver_data(data)
sndpkt = make_pkt(expectedseqgnum ,ACK,chksum)

udt_send(sndpkt)
expectedsegnum++
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send pkt0
send pktl
send pkt2-
send pkt3

(wait)

rcv ackO, send pkt4
rcv ackl, send pkt5

ignore duplicate ACK

Pkt 2 timeout _

send pkt2
send pkt3
send pkt4
send pkt5

receive pkt0, send ackO
receive pktl, send ackl

receive pkt3,

(re)send ackl

receive pkt4, discard,

(re)send ackl
receive pkt5, discard,

(re)send ackl

rcv pkt2, deliver, send ack2
rcv pkt3, deliver, send ack3
rcv pkt4, deliver, send ack4
rcv pkt5, deliver, send ack5
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t _ window size —4
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(a) sender view of sequence numbers

out of order

acceptable
é?r%fgedrsc&ﬁyg g4 | (within window)
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rcv_base

(b) receiver view of sequence numbers
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sender window (N=4) DAL 29
5678 send pkt0
EPE): 5678 send pktl
EPE): 5678 send pkt2-
5678 send pkt3
O (wait)
olIEZEE¥ 678 rcv ack0, send pkt4

01m78

R12 3 4 5 W&
0 1R 7 8
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rcv ackl, send pkt5

record ack3 arrived

o Q/

\ receive pktO, send ackO

\X loss

Pkt 2 timeout _

send pkt2

record ack4 arrived
record ack5 arrived

/

receive pktl, send ackl
A3 495
receive pkt3, buffer,
send ack3

receive pkt4, buffer,

send ack4
receive pkt5, buffer,

send ack5

& 7 89

rcv pkt2; deliver pkt2,
pkt3, pkt4, pkt5; send ack2
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Process
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Socket _ Socket
TCP | Ssegment —» I Segment —» TCP
send receive
buffer buffer
MTU = IS00 byte

78



TCP azks s L5 L
. 32 bits

v

URG: urgent data
(generally not used)_| source port # | dest port #

ACK: ACK # \._ sequence number
valid \kngwledgement number

head|n
PSH: push datanow  |ien. @BE R§If receive window
(generally not used) — sum Urg data pointer

RST, SYN, FIN:—] op/a{ (variable length)
connection estab

(setup, teardown
commands) T
application

Internet / data
(variable length)

checksum
(asin UDP)

counting

by bytes

of data

(not segments!)

# bytes
rcvr willing
to accept
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outgoing segment from sender
source port # dest port #

sequence number

acknowledgement number
[ | rwnd
checksum urg pointer
window size

N

[ al
| >

sender sequence number space

sent sent, not- usable not
ACKed yet ACKed but not usable
(“in- yet sent
flight™)

incoming segment to sender
source port # I dest port #
sequence number

acknowledgement number
A rwnd

checksum urg pointer
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b\ |

“A
NextSeqNum = InitialSegNum
SendBase = InitialSeqNum

timeout

retransmit not-yet-acked segment
with smallest seq. #
start timer

ACK received, with ACK field value y

if (y > SendBase) {
SendBase =y
/* SendBase—1: last cumulatively ACKed byte */
if (there are currently not-yet-acked segments)
start timer
else stop timer

}
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